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Abstract: in this paper, biometric identification technologies are considered. A 

classification of modern biometric identification tools and superficial implementation 

guidelines are presented. 
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Fingerprint recognition and iris scans are the most famous forms of biometric se-

curity. However, facial recognition and other methods of protection are also becoming 

popular. The following list briefly describes the pros and cons of these different meth-

ods. 

1. Fingerprint recognition. 

Identification system based on fingerprint recognition searches for the specific 

characteristics of the sample line on the surface of the finger. Bifurcation and others 

that make up the line are stored in the form of an image. 

A disadvantage with the external image capturing characteristics is that the picture 

can be reproduced – even if it is stored in encrypted form. Image still remains an image, 
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so it can be compared. In principle, you can generate the same code. Fingerprints may 

already be forged by relatively affordable technologies. Another important aspect to be 

considered is the fact that the presented finger does not have to be «attached» to the 

body 

In addition, some lines layout so similar, in practice, this can lead to high ac-

ceptance ratio errors. Fingerprints also can wear as they age, for example, when per-

forming a large amount of housework or other work. 

On the other hand, the identification of the fingerprint is already familiar to many 

people and therefore acceptable to a large number of users. The technology is also 

relatively cheap and easy to use. However, it should be noted that the quality can vary 

significantly depending on the fingerprint recognition system, and there are significant 

differences in terms of the number of false acceptance and false failures between sys-

tems. 

2. Face recognition. 

Face recognition system analyzes the shape and position of the various parts of 

the face to determine compliance. Surface features, such as leather, sometimes are 

taken into account. 

Facial recognition for security purposes is an offshoot of facial recognition tech-

nology, which is used to identify individuals in the complex images, where there can 

be several persons. This technology has developed rapidly in recent years and is there-

fore an excellent, if the system is required for distance detection. Another plus is that 

the technology allows for the «negative identity» or exclusion of individuals, which 

greatly facilitates scanning the crowds of people in order to identify suspicious persons. 

However, face detection also has some significant drawbacks. For example, the 

technology focuses mainly on the face, i.e. on the hair and below. As a result, a person 

usually has to look directly into the camera so that they can be recognized. Although 

the technology is still developing rapidly, the level of security that it offers at the mo-

ment still does not compete with the scanning of the iris or vein pattern recognition. 

3. Iris recognition. 
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In an iris scan, a scanner reads the unique characteristics of the iris, which is then 

converted into an encrypted code. It is known that iris scanning is an excellent method 

of security, especially if it is performed using infrared radiation. 

However, one problem frequently encountered in the implementation of technol-

ogy is reluctance in the participants. Many people find that if their eyes are scanned, it 

is quite an unpleasant experience. You should also get into position, so that the scanner 

can read your iris, which can cause discomfort. Hygiene is another frequently men-

tioned drawback, because many systems require users to put their chin on the chin 

support. 

Finally, it is important to bear in mind that although the iris scanning provides a 

high level of security, it may come at the expense of speed. Incidentally, systems have 

recently been developed that can read the iris of the person within a (relatively short) 

distance. 

4. Finger vein recognition. 

In the case of recognition of veins endpoints and bifurcations of the veins in the 

finger recorded in the form of images, digitized and converted into an encrypted code. 

This method, combined with the fact that the veins are beneath the surface, rather than 

on the surface of the skin, makes this technology much safer than fingerprinting, as 

well as faster and more convenient for the user. However, this is a more expensive 

method. 

Another point that should be remembered is that if it is very cold and there are 

«dead» fingers (for example, in people suffering from Raynaud's syndrome), it is im-

possible or difficult to read by recognizing the finger veins. Perhaps the biggest draw-

back is that this technology is still relatively unknown. 

5. Palm print recognition. 

This technology is also based on the recognition of the unique vein patterns. How-

ever, because it is used more stops than in the case of recognition of finger veins «pic-

tures», it is even more simple and secure method of identification. 

This technology, which cannot be copied (or only with extreme difficulty) is cur-

rently considered the best available technique in the field of biometric security, along 
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with iris scans. The palms are scanned accurately and quickly, which provides a high 

level of convenience for the user. 

Access to control systems based on the recognition of the entire palm is relatively 

expensive. For that reason, such systems are mainly used in the sectors with high de-

mands for security, such as the government, the judicial system and the banking sector. 

Please note that this method of recognition is sometimes confused with hand ge-

ometry. However, this is an old form of biometric data, which is based on the shape of 

the hand and includes even less unique features than fingerprint recognition. 
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