(@)Y | Scientific Cooperation Center “Interactive plus™
Azab Mohamed Abdalla Elsayed

postgraduate student

Korzhuk Viktoriia Mikhailovna

Cand. Sci. (Eng.), associate Professor,

ITMO University
Saint Petersburg
DOI 10.21661/r-585921

HEARTBEAT OF SECURITY: UNVEILING THE PULSE
OF ECG BIOMETRIC AUTHENTICATION

Abstract: telehealth and remote monitoring improve healthcare accessibility but also
expose sensitive data to security and privacy risks, where traditional authentication meth-
ods often prove inadequate. The electrocardiogram (ECG) has emerged as a promising
biometric modality due to its inherent liveness detection, universality, and individual
uniqueness. This paper reviews the ECG authentication pipeline, including signal acquisi-
tion through wearables, pre-processing techniques for noise reduction, feature extraction
methods (fiducial, non-fiducial, and deep learning), and classification models. Publicly
available datasets are examined, alongside key performance benchmarks. Persistent chal-
lenges-such as intra-subject variability, computational constraints in wearables, and ethi-
cal concerns are discussed, with future directions highlighting multimodal systems, privacy-
preserving techniques, and standardized validation. ECG authentication demonstrates

strong potential to become a secure and practical component of Telehealth systems.
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IMYJIbC BE3OITACHOCTMU: PACKPBITHUE TIOTEHLIUAJIA
BUOMETPUYECKOMN AYTEHTU®UKAIIUA KT

Annomauun: menemeOuyuHa u yOaieHHbll MOHUMOPUHE NOBLILUAIOM OO0CM)N-
HOCMb MeOUYUHCKOU NOMOWU, HO MAK’ce NOOBEP2arom NepCcoHabHble OaHHble YepPo-
3am be3zonacHocmu u KOHOUOEHYUATbHOCMU, 8 MO 8peMs KaK mpaouyuoHHble Me-
Moovbl aymeHmu@uKkayuy 4acmo oKa3vl8aromcs Heco8epUEeHHbIMU. DNIeKmpoKap Ouo-
epamma (OKT') 3apexomendosana cebs kak nepcnekmueublil OUOMempuyecKuLl Memoo
O1a200aps NPUCYWUM eti CKOpOCmU, YHUBEPCANbHOCMU U YHUKAAbHOCMU. B amoti cma-
mue paccmampugaemcs kanan aymenmuguxayuu no IKI, exnouas coop cuenana c
NOMOWDBIO NEPEHOCHBIX YCMPOUCME, MemOoO0bl NPed8aApUmMenbHol 00pabomKu 0isl CHU-
HCEHUSL ULYMA, MEMOObl BblOENeHUSI NPUZHAKOS ((hudyyuaptule, He@uoyyuposanHvle u
anyboxoe obyuenue) u mooeiu Kiaccuguxayuu. Amanusupyiomces oouedocmyntole
HAbOpbl OAHHLIX, A MaKxce Kiouesvle Kpumepuu 3pgexkmusnocmu. OO6CYHCOArOMCsl
coxpausouuecs npooiemvl, maxKue Kaxk eHYympunpeomMemuas 8apuamueHOCHb, 6bl-
YucIumenbHule 02PAHUYEHUS, C8A3AHHbIE C NEPEHOCHbIMU YCMPOUCMEAMU, U dmude-
cKue coobpadiceHus, npu dMomM 8 NePCneKmuse 8blOenaOmMcsa MyIbMUMOOAIbHbIE CU-
cmembl, Memoobl COXPAHEeHUsT KOHQDUOEHYUATbHOCMU U CIMAHOAPMU3UPOBAHHAS NPO-
sepka. Aymenmuguxayus no IKI' demoncmpupyem 601bul0t homeHyuan OJisi moeo,

ymooOwLL cmamsv 6e30NACHbLIM U NPAKMUYHbIM KOMNOHEHNMOM CUCNEM meﬂeMedub;qul.

Knwueswvie cnoea: ouomempus IKI, menemeouyunckas dezonachocms, Ouo-
MempudecKkas aymenmu@urayus, nepcoHanu3ayus MeOUYUHCKUX pabomHukos, oopa-

bomka 0auHbIX, UOeHMUpUKaAyUs nayueHma.

Introduction.
Telehealth and remote patient monitoring have become integral to healthcare de-

livery, improving access and continuity of care but introducing new security and privacy
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risks. Traditional authentication methods-passwords, tokens, and even common biomet-
rics such as fingerprints or facial recognition are vulnerable to attacks or spoofing, mak-
ing them insufficient for safeguarding sensitive health data in remote settings [1].

The electrocardiogram (ECG) has emerged as a promising biometric alternative.
Its inherent liveness detection, universality, and uniqueness make it well-suited for se-
cure authentication. With the growth of wearable devices, ECG can also enable con-
tinuous and passive identity verification, providing both convenience and resilience.
Despite challenges such as variability, noise, and ethical concerns over using diagnos-
tic data for security, ECG authentication offers significant potential to enhance trust
and reliability in Telehealth systems [2].

Approaches to ECG-Based Authentication.

ECG-based authentication relies on extracting discriminative information from
cardiac waveforms through different methodological paradigms. Fiducial-based ap-
proaches detect characteristic points within the ECG signal, such as P-waves, QRS
complexes, and T-waves, and use intervals, amplitudes, and slopes as features. These
features are physiologically interpretable and computationally lightweight but highly
sensitive to noise and errors in delineation. Non-fiducial approaches treat the ECG seg-
ment holistically, applying mathematical transforms such as wavelet decomposition,
discrete cosine transform (DCT), or autocorrelation to generate robust features without
requiring explicit detection of fiducial points [3]. While these methods are generally
more resilient to noise, their features are abstract and less physiologically interpretable.
More recently, deep learning approaches have emerged as the dominant paradigm, with
convolutional neural networks (CNNSs), recurrent neural networks (RNNs), and hybrid
CNN-LSTM models capable of automatically learning hierarchical features directly
from raw signals. These models achieve state-of-the-art accuracy but require large, di-
verse datasets and considerable computational resources [4].

As Figure 1 illustrates, the ECG authentication pipeline consists of four stages:
signal acquisition, pre-processing, feature extraction, and classification. Signal acqui-
sition can be achieved either through clinical “on-the-person” electrodes or consumer

wearables that enable unobtrusive capture in daily settings. Pre-processing reduces
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noise and normalizes variability, while feature extraction generates discriminative rep-
resentations for classification. The final stage applies machine learning or deep learn-
ing models to distinguish between genuine users and impostors, producing the authen-

tication decision [5].

ECG Reader
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Template Extraction

Enroliment Stage

Decision

Recognition Stage

Fig. 1. A diagram of the various applications

Challenges in Implementing ECG Biometrics.

While ECG biometrics demonstrates strong potential, several challenges hinder
its adoption in real-world applications. A major issue is intra-subject variability, as
ECG signals are influenced by physiological state, emotional stress, physical activity,
and aging [6]. This variability undermines the permanence expected from a biometric
trait. Noise and motion artifacts, particularly from wearable devices, further complicate
signal quality and reduce reliability [7]. Pathological conditions such as arrhythmias
present another difficulty, as they may significantly alter ECG morphology and bias
system performance if not adequately represented in training datasets [8]. Scalability
also remains a barrier. While small-scale laboratory experiments achieve very low er-
ror rates, performance often degrades in large, unconstrained populations [9]. Addi-
tionally, ECG signals contain diagnostic information beyond identity, raising concerns
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about privacy and ethics. Unauthorized access to raw ECG data could reveal sensitive
health conditions, underscoring the need for privacy-preserving methods and regula-
tory safeguards [10].

Conclusion.

ECG biometric authentication combines liveness detection, universality, and high
discriminative power, making it an attractive solution for secure and seamless identity
verification. Deep learning methods have demonstrated exceptional accuracy, and
wearables enable passive, user-friendly integration. Nevertheless, practical deploy-
ment faces challenges including intra-subject variability, noise, scalability, and ethical
concerns related to the dual diagnostic and biometric nature of ECG signals [11].

The future viability of ECG authentication depends on developing adaptive algo-
rithms, privacy-preserving techniques, and standardized validation protocols. By ad-
dressing these challenges, ECG biometrics has the potential to become a trusted and
integral component of secure digital ecosystems, particularly within Telehealth, where

reliable authentication is essential for protecting sensitive patient data.
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